Certificate Validation and Revocation
Validity Period

All certificates issued by a certification authority have a
validity period. The valdity period 1s a time range that
specifies how long PKI clients can accept the certificate as
an authoritative credential based on the identity stated in
the subject of the certificate. This assertion presumes the
certificate is not revoked before the validity period ends
and the issuing CA remains trusted. The validity period
limits the time in which an issued certificate is exposed to
the possibility of being compromised
(http://technet.microsoft.com/en-
us/library/cc740209 (v=Ws.10) .aspx).

All CAs have an expiration date based on its CA
certificate’'s validity ending period. This rule affects the
CA's ability to issue certificates and not the validity period
of its CA certificate. Because of this rule, organizations
must plan for the renewal of every certificate issued to a
CA in the certification hierarchy to ensure the existing
trust chains and to extend the lifetimes of CAs.



Active Directory Certificate Services enforces a rule that a
CAnever issues a certificate past the expiration date of its
own certificate. Because of this behavior, when a CA's
certificate reaches the end of its validity period, all
certificates issued by the CA will also expire. Certificates
issued by the now-expired CA will not be honored as valid
security credentials.

Active Directory Certificate Services allows for the
maximum validity periods shown i Table 22.2. which are
based on the type of certificate. You configure these
validity periods using certificate templates.

TABLE 22.2 AD CS maximum validity periods

Certificate  Maximum validity period
type
Root Determined during CA deployment

certificate
authority

Subordinate Up to five years, but never more than the
CA root CA's or the issuing CA's validity period



Internet
Protocol
Security
Enrollment
agent
Domam
controller

All other One year, but never more than the root
certificates CA's orissuing CA's validity period

Certificate Validation

PKI trust requires a certificate to be validated for both for
its expiration and its overall chamn of trust. When a
certificate user leaves the company, you will want to make
sure that no one can use that -certificate for
authentication and revoke the certificate. Revocation
checking is one of the key components of PKI.

Certificate revocation uses certificate revocation lists.
CRLs contain a list of certificates that are no longer valid,
and the CRL can become large. To solve this, you can



access a delta CRL that contamns changes or new
revocations.

CRLs are accessed through CRL distribution points
(CDPs), which are part of a CA role m Windows Server
2012. HTTP, FTP, LDAP, or file-based addresses may be
used as URLs. Only newly issued -certificates will
recognize new changes in the CRL URL; old certificates
will use the old URL for revocation list operations.

Online Responders

When a new certificate is issued, the computer queries
the issuing CA to find out whether the certificate has been
revoked. Traditionally, certificate revocation checking can
be done by retrieving certificate revocation lists that are
published m Lightweight Directory Access Protocol
(LDAP) or Hypertext Transfer Protocol (HTTP) or by
using a newer HTTP method named the Online Certificate
Status Protocol (OCSP).

OCSP is a lightweight HTTP protocol that responds faster
and more efficiently than downloading a traditional CRL.



An online responder is a trusted server that receives and
responds to individual client requests for the status of a
certificate. An OCSP responder retrieves CRLs and
provides digitally signed real-time certificate revocation
status responses to clients based on a given certificate
authority's CRL. The amount of data retrieved per
request remains constant regardless of the number of
revoked certificates.

Online responders process certificate status requests
more efficiently than direct access to CRLs in several
scenarios (http://technet.microsoft.com/en-

us/library/cc725658 ., aspx):

» When clients have slow VPN connections or do not

have the high-speed connections required to
download large CRLs

= When network utilization peaks because revocation-
checking activity is high, such as when large numbers
of users log on or send signed email simultaneously

» When revocation data for certificates is needed from a

non-Microsoft certification authority

= When revocation data is needed to verify individual
certificate status requests rather than all revoked or
suspended certificates



